Securing Digital Video: Techniques for DRM
and Content Protection

Read Online ©

Securing Digital Video: Techniquesfor DRM and Content Protection By
Eric Dienl

Securing By Eric Diehl

Digital Video

Techn

Content protection and digital rights management (DRM) are fields that receive a
lot of attention: content owners require systems that protect and maximize their
revenues; consumers want backwards compatibility, while they fear that content
ownerswill spy on their viewing habits; and academics are afraid that DRM may
be a barrier to knowledge sharing. DRM technologies have a poor reputation and
are not yet trusted.

This book describes the key aspects of content protection and DRM systems, the
objective being to demystify the technology and techniques. In the first part of
the book, the author builds the foundations, with sections that cover the rationale
for protecting digital video content; video piracy; current toolboxes that employ
cryptography, watermarking, tamper resistance, and rights expression languages;
different ways to model video content protection; and DRM. In the second part,
he describes the main existing deployed solutions, including video ecosystems;
how video is protected in broadcasting; descriptions of DRM systems, such as
Microsoft's DRM and Apple's FairPlay; techniques for protecting prerecorded
content distributed using DV Ds or Blu-ray; and future methods used to protect
content within the home network. The final part of the book looks towards future
research topics, and the key problem of interoperability.

While the book focuses on protecting video content, the DRM principles and
technologies described are also used to protect many other types of content, such
as ebooks, documents and games. The book will be of value to industrial
researchers and engineers developing related technologies, academics and
students in information security, cryptography and media systems, and engaged
consumers.
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Content protection and digital rights management (DRM) are fields that receive alot of attention: content
owners require systems that protect and maximize their revenues,; consumers want backwards compatibility,
while they fear that content owners will spy on their viewing habits; and academics are afraid that DRM may
be a barrier to knowledge sharing. DRM technol ogies have a poor reputation and are not yet trusted.

This book describes the key aspects of content protection and DRM systems, the objective being to
demystify the technology and techniques. In the first part of the book, the author builds the foundations, with
sections that cover the rationale for protecting digital video content; video piracy; current toolboxes that
employ cryptography, watermarking, tamper resistance, and rights expression languages; different waysto
model video content protection; and DRM. In the second part, he describes the main existing deployed
solutions, including video ecosystems; how video is protected in broadcasting; descriptions of DRM systems,
such as Microsoft's DRM and Appl€' s FairPlay; techniques for protecting prerecorded content distributed
using DV Ds or Blu-ray; and future methods used to protect content within the home network. The final part
of the book looks towards future research topics, and the key problem of interoperability.

While the book focuses on protecting video content, the DRM principles and technol ogies described are also
used to protect many other types of content, such as ebooks, documents and games. The book will be of
value to industrial researchers and engineers developing related technologies, academics and studentsin
information security, cryptography and media systems, and engaged consumers.
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Editorial Review
Review

"The book iswell written and timely, as content owners are struggling to protect their content and prevent
loss of revenue. Much of the book iswritten in amanner suitable for novices to information security and
content protection. The book will be useful for information security practitioners, researchers, faculty,
students, and end users. Based on his rich research experience — he holds many patentsin the field of digital
content security — the author iswell qualified to write this book. ... | strongly recommend this book for its
intended audience." [S.V. Nagargj, ACM Computing Reviews, 2013]

From the Back Cover

Content protection and digital rights management (DRM) are fields that receive alot of attention: content
owners require systems that protect and maximize their revenues; consumers want backwards compatibility,
while they fear that content owners will spy on their viewing habits; and academics are afraid that DRM may
be a barrier to knowledge sharing. DRM technol ogies have a poor reputation and are not yet trusted.

This book describes the key aspects of content protection and DRM systems, the abjective being to
demystify the technology and techniques. In the first part of the book, the author builds the foundations, with
sections that cover the rationale for protecting digital video content; video piracy; current toolboxes that
employ cryptography, watermarking, tamper resistance, and rights expression languages; different waysto
model video content protection; and DRM. In the second part, he describes the main existing deployed
solutions, including video ecosystems; how video is protected in broadcasting; descriptions of DRM systems,
such as Microsoft's DRM and Apple’ s FairPlay; techniques for protecting prerecorded content distributed
using DV Ds or Blu-ray; and future methods used to protect content within the home network. The final part
of the book |ooks towards future research topics, and the key problem of interoperability.

While the book focuses on protecting video content, the DRM principles and technol ogies described are also
used to protect many other types of content, such as ebooks, documents and games. The book will be of
value to industrial researchers and engineers developing related technologies, academics and studentsin
information security, cryptography and media systems, and engaged consumers.

About the Author

The author is the Vice President of the Security and Content Protection Labs at Technicolor (previously
known as Thomson), and his main research topics are DRM for professional applications, audio and video
watermarking, video fingerprinting, secure distribution of multimedia content, and copy protection. The
author has more than 20 years of research experience, he has filed more than 80 patentsin the field, and heis
involved with the main related academic conferences as an organizer and contributor.



Users Review
From reader reviews:
Dorothy Wild:

Do you have favorite book? When you have, what is your favorite's book? Book is very important thing for
usto learn everything in the world. Each e-book has different aim or goal; it means that e-book has different
type. Some people experience enjoy to spend their a chance to read a book. They are reading whatever they
acquire because their hobby is usually reading a book. Why not the person who don't like reading through a
book? Sometime, particular person feel need book after they found difficult problem or perhaps exercise.
Well, probably you should have this Securing Digital Video: Techniquesfor DRM and Content Protection.

Maude Porter:

Have you spare time for just a day? What do you do when you have more or little spare time? Sure, you can
choose the suitable activity regarding spend your time. Any person spent all their spare time to take awalk,
shopping, or went to the Mall. How about open aswell as read a book called Securing Digital Video:
Techniques for DRM and Content Protection? Maybe it is to become best activity for you. You realize
beside you can spend your time with your favorite's book, you can wiser than before. Do you agree with their
opinion or you have different opinion?

Michael Parker:

What do you with regards to book? It is not important with you? Or just adding material when you need
something to explain what your own problem? How about your time? Or are you busy man? If you don't
have spare time to compl ete others business, it is make you feel bored faster. And you have spare time? What
did you do? Everybody has many questions above. They must answer that question simply because just their
can do that. It said that about e-book. Book is familiar in each person. Yes, it is proper. Because start from on
guarderia until university need this particular Securing Digital Video: Techniques for DRM and Content
Protection to read.

Betty Patton:

Information is provisions for folks to get better life, information today can get by anyone at everywhere. The
information can be a understanding or any news even a huge concern. What people must be consider when
those information which is from the former life are challenging to be find than now is taking seriously which
one would work to believe or which one often the resource are convinced. If you receive the unstable
resource then you obtain it as your main information it will have huge disadvantage for you. All those
possibilities will not happen inside you if you take Securing Digital Video: Techniques for DRM and
Content Protection as the daily resource information.
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